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e H7 FZ,  JATAT BB IREF UserApp N AR, J5 B4R UEEE — D IRFEAE KA 2L
.

3. SBSFU M4 H753 {13 ZX#% H755

ATTLL STM32H7 fl, B Ak unfr ks X-CUBE-SBSFU T Hi% H7 12 % SL LS
TEEIZ HT & o Bl H AR v AT RN Nucleo-STM32H755Z1Q, R4 =
FeH T SBSFU B MIAN4H, TEIEFES 5 S 1 B FRATR 7] 58 F-4R A0 H brF 6 &
PR IGH R51, RITEX AR H %8 Nucleo-STM32H753Z1 J & HF- 6 1) SBSFU fE
MR, Z9% TR Projects\NUCLEO-H753Z\Applications\2_Images_OSC,
B4 ) Crypto J5 %9 ECDSA 254 +AES CBC hn (& L& T 24T .

3.1. SBSFU T 8B HEMKHIBH

3.1.1. TREHEACC B AN 4 e 13

F—0, HIRTEN) A LREMEEAR B S0 H7552Z1 BT MAEMS, PR JLAME SO
SECoreBIN, SBSFU, UserApp JL/> LFE#RE

IR TR 7 STM32HT753ZIxxx N T STM32H755ZIxxx (BT iEm& L)
DRI T 4 R 435 SR FITAE 1) H St A N ARk, X B2 K 6 postbuild JHIA & 24

ABILL TAR M5, i3 H At T B 0 75 AR AUE 2
= O F Device MMBE, &R H755Z1_M7. Wil 2

2. B MCU RS E
Categany:
General Options
Static Analysis
Runtime Checking
C/C++ Compiler Library Options 2 MISRALC 2004 MISRAC: 1958
Assembler Target Output Library Configuration Library Options 1
Output Converter )
Custom Build Processar vanant
Build Actions () Core Cortex-M7 w
Linker
Debugger (®) Device lI Be
i':;lam' (O CMSIS-Pack  MNene
CMSIS Dﬂp Erdizm mnds Flm =tirmm mmird codimae

o BRXIRUR HT55 I 75 35 Pk STM32H755xx 1 CORE_CM7, 1l 3
3. IAR H MCU B! SE & 5k
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Runtime Checking
C/C++ Compiler MISRA-C:1558 Encodings Extra Options
Assembler Language 1 Language 2 Code Optimizations Output
Output Converter List Preprocessaor Diagnostics MISRALC: 2004
Custom Build
Build Actions [ lgnore standard include directories
Enl;er Additional include directories: (one per line)
o SPROJ_DIRS..\Inc ~| &
Simulator SPROJ_DIRS S A 8 ADivers\CMS1S W Device  STVWS TM32]
CADI SPROJ_DIRS . M A S 8 \Dnivers\STM32H e _HAL_Driverdn
CMSIS DAF SPROJ_DIRS . A A W A M\ Divers\BSPASTM32H P _Mucleo_
DB Server SPROJ_DIRS . M A N M\Divers' BSP\ComponentsCommon v
Ijet Preinclude file:
J-Link/1-Trace
TI Stellaris | D
Mu-Link Defined symbols: (one per ling)
PE micra == [] Preprocessor output to fils
ST-LIMK STM3ZH 755 Preserve comments
Third-Party Driver Generate Hine directives
TI MSP-FET
TIXDS
= USINCMSIS HRAE RS RER 2 —, WK 4
E4. Bk R BE
Edit Include Directories =

Include directony
$PROJ_DIR$Y. A SLinker_Common\E'waR M

I QK. | | Cancel
= fE2% linkder file B PR LL R AE linker FCE 51, WL 5
&l5. Linker XfHHECE
Runtime Checking
C/C++ Compiler Hdefine Diagnostics Checksum Encodings Extra Options
Assembler Config  Library  Input Optimizations ~ Advanced  Output  List
Output Converter Linker corfiguration file
Custom Build )
Build Actions Ovenide defaul
$PROJ_DIRS \stm32H755xx_flash.icf
Debugger
Simulstor
CADI
CMSIS DAP Configuration file symbol definitions: (one per ling)

= BECTREF Y startup_stm32h753xx.s A startup_stm32h755xx.s, ] LU# ] H7

CubeFW {11 Templates H7 5% M i) SCA
Drivers/CMSIS/Device/ST/STM32H7xx/Source/Templates/iar(or arm or
gcc)/startup_stm32h755xx.s

HAE M SECoreBin THEATEEL,
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3.1.2. WEEIRENAC B

B0, KRR R, O A A B A e BB . R B
PIE, R ENZREAREA O TR 2, ) 75 RO B A B A& 2, 9l UART 7E
SBSFU #il UserApp Tf2# %, Flash IXzh7E SBSFU. SECoreBin il UserApp L.f&+H
#RH 2%

= COM UART GPIO
e Nucleo-H753ZI 1 Nucleo-H755ZI-Q # ™ & AR () COM s #lsfik
USART3, At DL &7 Bl B A 77 220K
= P8 GPIO
o Nucleo-H753ZI Fil Nucleo-H755Z1-Q # /M K AR H s #4# FH PC13 1EH
push button ] 10, At BUIX 73 fic B A 75 A2 24
= TAMPER #1 DAP
o FIANFAEHAMIFRK TAMPER F1 SWD Xf Biff] GPIO, F BLIX #43 ic B A
R EB L.
= Flash
o H753ZI #1 H755ZI-Q [FIFE#RZ 2MB K/ F* Flash, HAT3L bank,
A~ bank 1MB, 73 8 4> sector, %4 sector 128KB, 32 Byte 7K/, fif
DL & 73 A ZE AT 180K
o VEE: WRAEF|HAM RS Bank fl sector K/NEAEAL, B RIS AW
FRAANFR, 7FEBL xxx_SECoreBin\Src\se_low_level.c fll
xxx_SBSFU\SBSFU\Target\sfu_low_level flash_int.c # Flash g/ et %k
IS
= System Clock
o [T Nucleo-H755ZI-Q & SMPS {1, FIf AR W14 40 5 50 75 Zof fit e
e & A7y i LDO £ sy SMPS #i5X,  #il&] 6:
6. RGBSR BES

99 static void SystemClock Config(void) 99 static void SystemClock Config(wvoid)

100 { 100 {

101 RCC_ClkInitTypeDef RCC ClkInitStruct; 101 RCC _ClkInitTypeDef RCC ClkInitStruct;

102 RCC_OscInitTypeDef RCC OscInitStruct; 102 RCC_OscInitTypeDef RCC OscInitStruct;

103 HRL StatusTypeDef ret = HARL OK; 103 HAL StatusTypeDef ret = HAL OK:

104 104

105 S¥1e Supply configuration update enable ¥/ 105 S¥lg Supply configuration update enable */

1086 HAL PWREx ConfigSupply(PWR_LDO_SUPPLY): 108 HAL PWREx ConfigSupply(PWR_DIRECT_SMPS_SUPPLY) ;

107 107

108 /% The woltage scaling allows optimizing the 108 /% The wvoltage scaling allows optimizing the power
10% clocked below the maximum system frequency 10% clocked below the maximum system frequency, to u
110 regarding system frequency refer to produc 110 regarding system frequency refer to product data
111 _ HAL PWR_VOLTAGESCALING CONFIG({PWR_REGULATOCE 111 _ HAL PWR_VOLTAGESCALING CONFIG(FWR_REGULATOR VOLTA
112 112

3.2. Postbuild iz

SECoreBin ) TFE H 3% FH = postbuild AR, HEFLE LT T sbsfuelf & 1E
MscfE4, Hrh Il B 2R B0 7 7 EEAR R SEPr iz ol B0 H AR T B . 51 EWARM
H 3% T [).bat H sbsfuelf SO AR FI 4 7 75 EMAH R AR 0, & 7:

7. Postbuild A~ sbsfuelf BRBAET

set "ecckey=%SBESFUBootLoader%\\2_Images_ SECoreBin\\Binary\\ECCEKEY%fwid%.txt"
set "sbsfuelf=%SBESFUBocotLoader% \\2_Images_SBSFU\\EWARM\\S']IM32H'?552II—NuclEo\\Exe\\\STM32H'?552I—Nucleo .out"
set "oemkey=%SBESFUBocotLoader®\\2_Images_SECoreBin\\Binary\\OEM REY CCMPANY%fwid%_ key AES_GCM.bin"
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XAMEUGE T A TN TREM AL T TR R A SRR TR 5 30 250
AN D IRA T 2

3.3. Memory map 5 linker i B

H T Nucleo-H753ZI il Nucleo-H755Z1-Q W AMg {4~ & 1) Flash A1 RAM EA AH [ 1)
KA TR, WRAUNAE R & I AEEAE, AST5EX Memory map LA linker file #i/T
MBS, SERCETH =AMPIR 2 J5, Bt LA E2K Nucleo-H753Z1 1) SBSFU £ s
7~ UserApp 7E Nucleo-H755ZI1-Q JT & H izt k.

W SEBR AR AN H AR R 5011 Flash 20 RAM [k /N5 R 46254 TRl R4
BRI, XA B 7 E0 memory i R HEAT RS, WK T E B
Linker_Common H 3% 3t s bl 2 ORI %, &l 8:

8. Linker Common ¥ {] memory map & X L
Linker_Common 2 Mame a
EWARM Q{' mapping_sxport.h
MDK-ARM || mapping_fwimg.icf
SW4ASTM32 | | mapping_sbsfu.icf

= mapping_sbsfu.icf
e & X SecureBoot ¥ A 1] memory ffi f&, ELHEH S AN AR, Bl
Key J7EME ., SECoreBin [FIA ITEMEHL, Firewall 534 HDP 47 [ [X 35,
FEMRHL, WL SRAM J& ) B 45 SBSFU {if Al 4555 .
o WIRAX SBSFU AR AIRALFIEEY, A RXASUAFAT EB
o WURKIHAT EME L SBSFU [ memory Afi f&j, 75 BER 45 A L if 22 4
FEEEI BRI 254, B0 MPU [X 3802 46 Hh bk AR /N B 2 A5 500 R 5
£
= mapping_fwimg.icf
o SUMFE SN R IEAT X R MG EE I KN, R IX IR AR HhE AT R )N,
swap [X [z af HihEF1 /N
o AJ LIRS MUK AN SCAE R IR i SORTEEE App 15 FH X (147 B LA R B Ak o F =5
IR/ o R R vt 5 20 i — e s bl RO /N B PR, N 7
FX} 553 Flash page/sector 2545,
o WNR App FFEAEIBAT AL FH P 8E,  IB A A7 s B 1) NVM £
X 75 EEAE HT AR 2 = AN X LU R], AREA EE

3.4. WK CM7 NiZ#HE )G ) SBSFU

BRI LA /N4> % = T.#2 SECoreBin, SBSFU #il UserApp #4715 258 &
Ja, BUFHEINT 9 1E = TR, dmiddaiha, 1E UserApp T2 Binary H 3 T A
SBSFU_UserApp.bin fil UserApp.sfb 14

BN RAT LA A 25 5, R e AR B 3k S04 SBSFU_UserApp.bin F #2245
5N Nucleo-H755ZI-Q F¥ /b, FTHF AL E T, AT DAAAS 11T 5 22 21 240
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WK 9 MFTENE R, BAFIXFEMIFTENH SecureBoot U4 IEfi 55, UserApp A5 ik
IR BsAT
B&9. SBSFU 7E H755Z1-Nucleo FF R IR _EiB{THIFTEIME B

(C> COPYRIGHT 2817 STMicroelectronics

Secure Boot and Secure Firmware Update

[SBOOT1 SECURE ENGINE IHITIHLIZHTION SUCCESSFUL
[SBOOT]1 STATE: CHECK STATUS ON RESE
INFO: A Reboot has heen t11 gered by a Software reset?
[SBOOT1 STATE: CHECK NEW FIRMUARE TO DOUNLOAD
[SBOOT 1 STHTE CHECK USER FU STATUS
A detected in the slot SLOT _ACTIVE_1
[SBOOT 1 [ GNATU

[SBOOT 1

Download a new Fw Image —H—m8MmMm8MmM8MH———H—m————————————
Test Protections ———mMmMm——————————————————————— 2
Test SE User Code —MmMm8Mm————————————————————————————
Multiple downlpad —M—m™MM—MHm——m———————————————
Ualidate a FW Image—————————————————————————

Selection =

JE SIS UE RN J5, AT DAGRSRIGIE 22 A R DIRE . T2t FE n] DA FE 5 iU »
WA DA AR T 1) User #8858 )5 207, B iR SecureBoot fRRDHE N Rkt a1
fE EAIHLE CE BRI 10 FTEME S, U8 SBSFU D4t N F &, FHEFF Kk
4 binary.

& 10. SBSFU FFGE AR A TR HT EN{S B

(C> COPYRIGHT 2817 STMicroelectronics

Secure Boot and Secure Firmware Update

[SEOOT]1 SECURE ENGINE INITIALIZATION SUCCESSFUL
[SBOOT] STATE: CHECK STATUS OW RESET
INFO: A Reboot has been triggered by a Hardware reset?
[SBOOT]1 STATE: CHECK NEW FIRMWARE TOQ DOWNLOAD
[SBOOT] STATE: DOWNLOAD WEW USER FIRMUARE
File» Transfer> YMODEM> Send .0

WA T+ 03 72 75 BAfi B TeraTerm () Transfer->YMODEM->Send I, ¥
UserApp.sfb SCFidid & D414 MCU, Wil 11
E11. f# / TeraTerm & 0 T A K% UserApp. sfb 3C4F

T COM20 - Tera Term VT - O
File Edit Setup Control Window Help

l New connection... Alt+N eck successfully passed. Starting...
Duplicate session Alt+D
Cygwin connection Alt+G ================= ================

2817 STMicroelectronics

nd Secure Firmware Update

IALIZATION SUCCESSFUL

S ON RESET

heen triggered by a Hardware reset!?
IRMUARE TO DOUNLOAD

Fi STATUS

n_the slot SLOT_ACTIVE_1

Send file... - F“ (I:TURE
| Transfer * Kermit
: SSH SCP XMODEM »
Change directory... YMODEM y Receive..

Replay Log... ZMODEM > Send...

N
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AT SCE T hRg th = F 2ISRAE 12 & DFTEE B
& 12. RAEFZEOITEHRER

¢G> COPYRIGHT 2817 STMicroelectronics

Secure Boot and Secure Firmuware Update

[SBOOT]1 SECURE ENMGIME INITIALIZATIOM SUCCESSFUL
[SBOOT]1 STATE: CHECK STATUS ON RESET
INFO: A Reboot has bheen triggered by a Hardware reset?
[SBOOT]1 STATE: CHECK NEW FIRMUARE TO DOUWNLOAD
[SBOOT1 STATE: CHECK USER FW STATUS
No valid FY found in the active zlotz nor new FUW to be installed
Waiting for the local download to start...
[SBOOT1 STATE: DOWNLOAD NEW USER FIRMUARE
File> Transfer> YMODEM> Send
[SBOOT]1 Sy=tem Security Check successfully passed. Starti

¢G> COPYRIGHT 2817 STMicroelectronics

[SBOOT]1 SECURE ENGINE INITIALIZATION SUCCESSFUL
[SBOOT]1 STATE: CHECK STATUS ON RESET
INFO: A Reboot has bheen triggered by a Hardware reset?
[SEBOOT]1 STATE: CHECK NEW FIRMUARE TO DOWNLOAD
[SBOOT]1 STATE: CHECK USER FW STATUS
Mo valid FW found in the active slots nor new FUW to be installed
Waiting for the local download to start...
[SBOOT1 STATE: DOWNLOAD NEW USER FIRMUARE
File> Transfer> YMODEM> Send
[SBOOT1 STATE: REBOOT STATE HHCHINE
End of Execution ===

System Security Check successfully passed. Starting...

(C> COPYRIGHT 2817 STHicroelectronics_

Secure Boot and Secure Firmuware Update

[SBOOT 1 SECURE ENGINE INITIALIZATION SUCCESSFUL
[S8BOOT1 STATE: CHECK STATUS ON RESET
INFO: A Reboot has heen triggered by a Softwvare resetct
[8B0OOT1 STATE: CHECK NEW FIRMWARE TO DOWNLOAD
[SBOOT1 STATE: CHECK USER FW STATUS
New Fu to be installed from slot SLOT_DWL_1
[SBOOT]1 STATE: INSTALL NEW USER FIRMWARE
Image preparation done.
Swapping the firmuare 1nage“
End of Execution ==

Sysztem Becurity Check successfully passed. Starting...

CC> COPYRIGHT 2817 STMicroelectronics

Secure Boot and Secure Firmuware Update

[SBOOT]1 SECURE ENGINE INITIALIZATION SUCCESSFUL
[SBOOT1 STATE: CHECK STATUS ON RESET
INFO: A Reboot has bheen triggered by a Software resett
[SB0OOT]1 STATE: CHECK NEW FIRMUWARE TO DOWNLOAD
[SBOOT1 STATE: CHECK USER FW STATUS
A FW iz detected in the slot SLOT_ACTIVE_1
[SBOOT1 STATE: VERIFY USER FW SIGHNATURE
B0 " y . RMUAT

4. SBSFU 1% XU B &

A 2 B TR, M H753Z1 Y)#: 3] H7552Z1 () CM7 B4 st & 52 i, k&
iﬁ, CM? % L )24 s L Res IR W 18 AT 9 3 8hig 477 CM7 IN#Z BRI . {H 23
H H A LG 3% A 25 8 CM7+CM4 XU R G Ot 32 R SRR X XU App A& L.
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4.1. CPU2 Boot i£Tj

Mz A5 RS, BT SecureBoot 5841 CM7 INAZ 348, A7 B AR K LE
HHA CM7 Wi#%i217, SecureBoot fXi%iz/7 il CM4 NH%— B ARFFHEERES . BRIAE
SBSFU 4640 I A2 H 75 B B R DU AL, #IL CM4 W% Boot JE T 4% 11,
IR BLE TS WAL E AR, WIFE DEV B H S B ZE e i E . X BN e
LIXt CPU2 (1) BootAddress filt— M #r, XAnfldh Aa# ;7 CPU2 A 3tk & & 7E
ActiveSlot Sl A, 15N F 251 € T Boot bk I AT LTSN BLEE EL B S i s ik 5
CPU2 BootAddr & 15—,

N FRATE X SFU_LL_SECU_CheckApplyStaticProtections(void) s #4715 2%, 1
n—I CPU2_BOOT IE LI 5 A £ LA 2 JLAME SO S ST A

e app_sfu.h: ¥ CPU_BOOT2 #6525 [t 4 1281 15

2 Images SBSFU\SBSFU\App\app_sfu.h
#if !defined(SECBOOT_DISABLE_SECURITY_IPS)

/* Uncomment the following defines when in Release mode.
In debug mode it can be better to disable some of the following protection
for a better Debug experience (WRP, RDP, IWDG, DAP, etc.) */
switching to UserApp: a refresh is needed.

#define SFU_CPU2_BOOT_PROTECT_ENABLE
#define SFU_WRP_PROTECT_ENABLE
#define SFU_RDP_PROTECT_ENABLE

e sfu_boot.h: #INIXf N CPU2_BOOT # #x ) FlowControl 5& X
2 Images_SBSFU\SBSFU\App\sfu_boot.h

#ifdef SFU_CPU2_BOOT_PROTECT_ENABLE

#define FLOW_STEP_CPU2BOOT ©x0000a4b5U /*1< Step CPU2 BOOT config */
#else
#define FLOW_STEP_CPU2BOOT ©x00000000U /*1< No effect on control flow */

#endif /* SFU_RDP_PROTECT_ENABLE */

/**
* @brief SFU_BOOT Flow Control : Control values static protections
*/
#define FLOW_CTRL_UBE (FLOW_CTRL_INIT VALUE ~ FLOW_STEP_UBE)
#define FLOW_CTRL_WRP (FLOW_CTRL_UBE ~ FLOW_STEP_WRP)
#define FLOW_CTRL_PCROP (FLOW_CTRL_WRP ~ FLOW_STEP_PCROP)
#define FLOW_CTRL_SEC_MEM (FLOW_CTRL_PCROP ~ FLOW_STEP_SEC_MEM)
#define FLOW_CTRL_RDP (FLOW_CTRL_SEC_MEM ~ FLOW_STEP_RDP)
#define FLOW_CTRL_CPU2BOOT (FLOW_CTRL_RDP ~ FLOW_STEP_CPU2BOOT)
#define FLOW_CTRL_STATIC_PROTECT FLOW_CTRL_CPU2BOOT

o sfu_low_level_security.c: IS5 E CPU2_BOOT LI XY

2_Images_SBSFU\SBSFU\Target\sfu_ low level security.c

#ifdef SFU_CPU2_BOOT_PROTECT ENABLE
static SFU_ErrorStatus SFU_LL_SECU_SetProtectionCPU2Boot (FLASH_OBProgramInitTypeDef
*psFlashOptionBytes,

SFU_BoolTypeDef
*pbIsProtectionToBeApplied);
#endif /*SFU_CPU2_BOOT_PROTECT_ENABLE*/

SFU_ErrorStatus SFU_LL_SECU_CheckApplyStaticProtections(void)
{

#ifdef SFU_RDP_PROTECT_ENABLE

if (e_ret_status == SFU_SUCCESS)
{
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e_ret_status = SFU_LL_SECU_SetProtectionRDP(&flash_option_bytes,
&is_protection_to_be_applied);

#endif /* SFU_RDP_PROTECT_ENABLE */

#ifdef SFU_CPU2_BOOT PROTECT ENABLE
if (e_ret_status == SFU_SUCCESS)
{
e_ret_status = SFU_LL_SECU_SetProtectionCPU2Boot(&flash_option_bytes,
&is_protection_to_be_applied);

#endif /*SFU_CPU2_BOOT_PROTECT_ENABLE*/
return e_ret_status;

}

#if defined SFU_CPU2_BOOT_PROTECT_ENABLE

SFU_ErrorStatus SFU_LL_SECU_SetProtectionCPU2Boot (FLASH_OBProgramInitTypeDef
*psFlashOptionBytes,

{

SFU_ErrorStatus e_ret_status = SFU_ERROR;

SFU_BoolTypeDef *pbIsProtectionToBeApplied)

/* Check/Apply CM4 Boot COn'Fig ******************************************************/
/* Since we do Secure Boot from CM7 side only, need to make sure CM4 is not booting */
if ((psFlashOptionBytes->USERConfig & OB_BCM4_ENABLE) == OB_BCM4_ DISABLE)

/* Also need to make sure the boot address of CM4 is within Active slot 1 range */
if ((psFlashOptionBytes->CM4BootAddr® > SLOT_ACTIVE_1_START)
&& (psFlashOptionBytes->CM4BootAddre < SLOT_ACTIVE_1_END)
&& (psFlashOptionBytes->CM4BootAddrl > SLOT_ACTIVE_1_START)
&& (psFlashOptionBytes->CM4BootAddrl < SLOT_ACTIVE_1_END))
{
e_ret_status = SFU SUCCESS; /*Protection already applied */
/* Execution stopped if flow control failed */
FLOW_CONTROL_STEP(uFlowProtectValue, FLOW_STEP_CPU2BOOT, FLOW_CTRL_CPU2BOOT);
}
else
{
TRACE("\r\n= [SBOOT] System Security Configuration failed: CPU2 BOOT Address is
incorrect. STOP!");
/* Security issue : execution stopped ! */
SFU_EXCPT_Security_Error();

¥
}
else
{
#if defined(SECBOOT_OB_DEV_MODE)
psFlashOptionBytes->OptionType = OPTIONBYTE_USER;
psFlashOptionBytes->USERConfig &= (~OB_BCM4_ENABLE);
if (HAL_FLASHEx_OBProgram(psFlashOptionBytes) == HAL_OK)
{
*pbIsProtectionToBeApplied |= 1U;
e_ret_status = SFU_SUCCESS;
/* Execution stopped if flow control failed */
FLOW_CONTROL_STEP(uFlowProtectValue, FLOW_STEP_CPU2BOOT, FLOW_CTRL_CPU2BOOT);
¥
#telse
TRACE("\r\n= [SBOOT] System Security Configuration failed: CPU2 BOOT config is incorrect.
STOP!");

/* Security issue : execution stopped ! */
SFU_EXCPT_Security_Error();
#endif /* SECBOOT_OB_DEV_MODE */

}

return e_ret_status;

}
#tendif /*SFU_CPU2_BOOT_PROTECT_ENABLE*/

ISR A B SBSFU fERL G BTN 2 Ji BRI CM4 INIZHYIZAT, 36T DIAEZ ST B LT
A, W RIEFRAE CM7 A% (FIN F FHORET CM4A WA INIE AT, X BRI 44

[ __RAM_FUNC void SFU_LL_SECU_ActivateSecUser(uint32_t Address)
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/* clear process stack & unprivileged bit */
__set_CONTROL(__get_CONTROL() & ~@x3U);

#ifdef SFU_CPU2_BOOT PROTECT ENABLE
/* release CPU2 for dual core H7 */
SET_BIT(RCC->GCR, RCC_BOOT_C2) ;
#endif
/* returns from interrupt into application */
launch_application(Address, (uint32_t)jump_to_function);

}

/*we should never reach this point */
NVIC_SystemReset();

}

4.2. Memory 75 BA & CM4 Pyi% 3 FIFR e it 2 sh bt

AT HE 2 FRA 1L R 1) SBSFU 225 sL LA A H753Z1 Nucleo #R 1IN B 5L B, 5k
&t Flash HH2F AN App 1) Slot, —~ Active Slot, —~ Download Slot. Hf4
CM7 WN1%5 CM4 A% N ARG ¥ )3 shth bk #8478 Active Slot 2 14, [FIl) CM4 A%
F AT i bk 75 2206 55 31 0x10000. 7EASRH A Jey 2 LU 13, CM7 A% FH ) 46
Hiuhk 4 0x08020000+0x400 (H7 [ Header K/NA 1024 “775) , CM4 %N FH )5 shHb
HETETE 008040000, X /™1l T DARR A S5 s 0 I FH Hh 1) 475 450 A 75 ZE 3R A7 T

E13. Bz A BRFE HT55Z1 XU App Flash HibkA5 B

0x0800000 e —
0x0802000
CM7 #% v F
0x0803FFFF _
0x08040000 Active Slot
CM4 ¥% i
0x080FFFFF
0x08100000 Swap Siot
0x0811FFFF
0x08200000
CM7 #% v Fi
Download Slot
CM4 ¥ i
0x081FFFFF

BRI CM7 1 CM4 (PR AN A RIER 2, HRERNTERM Pt —H 5
HFM— A2, Rk, TR R 2] Swap slot HEA722 # (I, 234N B
F & 9111 binary & % binary #£477+2% . @it Swap Slot 22 #e (i FE i & 14 k.
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K& 14. TEFEA B Bl Download Slot 3+5 Active Slot HERA A A2 H it 72

T EEETRRA B (K155 > Block fif# ol HIRA B fif s s DL 5e e Wi

% Swap Slot, FJ51%—4> Block(i) A B 1% Block 7£ Swap
IR VR R 45 Bl % 1B Block(i-1) 1AL & Slot, Tfilk4s B 7 Download Slot
‘ o P s R — A Block A%
THFEAB  HATA A 5 Swap Slot
wap Slo
0 -
Ly 7 R
A o
e
A3
A4 "\
Iz
Download Slot  Active Slot Download Slot Download Slot Active Slot
TREHREAB  HATREA SHURIR AT R
E Download Slot IRAAE S B
TE — T L
- 2 — NI A
C e — I -
e — O =
- es oW Ad
S g A5 I
Download Slot Active Slot Download Slot Active Slot

SEBRAZ Bty FE MR AR A B85 —A Block JT146, #ikJa —1 Block(N)E A\ Download
Slot F1 A B 5 K[ J5—A> Block(N)IALE, SAJ5 FR AR A B 7T Block(N-1){7 & {H
SERRAE B E —A Block(N)I A 255 X\ Active Slot H A A 15 J5 — 1~ Block(N)HIAL & ,
DLERHE, B 25 Swap Slot H[FRAS B (155 —4> Block {19 %55 N Active Slot [
Block(0)If B, N HIIFETER . 58 /5 Download Slot FF R A A A4,
Active Slot HIAFURA B A% XT3 LR HT 6], i34 1% CM7 Fil CM4
(I AN L B 98— binary KX F, FrLlx AR A A 5% B sSEPr#EL & T CM7+CM4
PSS PR P25, A Hae R A DLAT: B 2 FH R 175 10 A [X 3

H1T- SBSFU A &4t Active Slot & ili—M#4A, FrLIxt 3 SBSFU ki, CM4 i) JH3)
HUHEA T BT linker file HPHIEL, (HA2FRATTELE R H755Z1 XUZ N FH % 23 51 FH 21
Linker_Common H 3% F 3L linker SCf,  PRIMAEIX BLAE N o5 THIAE OVUZ N, F T4, 3R
8T L Linker SCHH— 24550, 80 CM7 INAZ R H 45 AL EFT CM4 A% B 1)
LG LR E X RN ARSI A . W ARSEhin T (A EEErEs) -
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Linker_Common\EWARM\mapping_fwimg.icf:

5 /% Swap sector in sector 0 of Bank2 : 128 kbytes */

§ define exported symbol _ ICFEDIT SWAFP start_ = Ox08100000;

7 define exported symbol _ ICFEDIT SWAF end = OxO0811FFFE:

g

g /% Betive slot #1 in Sector 1 te 7 of Bankl; 7 x 128 kbytes %/

10 define exported symbol _ ICFEDIT SLOT_Active_l start = = Ox08020000;
11 define exported symbol _ ICFEDIT SLOT_Active_l M7 end = Ox0S03FFFF;
12 define exported symbol _ ICFEDIT SLOT_Active_l M4 start = Ox08040000;
13 define exported symbol _ ICFEDIT SLOT_Active_l_end = Ox080FFFFF;
14 define exported symbol _ ICFEDIT SLOT_Active_l header = _ ICFEDIT_SLOT_Actiwve_l_start_ ;
15

16

17 /% Dwl slot #1 in sector 1 to 7 of Bank2 : 7 * 128 kbytes */

13 define exported symbol _ ICFEDIT SLOT Dwl 1 _start_ = 0x08120000;
19 define exported symbol _ ICFEDIT SLOT Dwl 1 end = Ox081FFFFF;
20

21 /% Slots not configured */

Linker_Common\MDK-ARM\mapping_fwimg.h

26 /Y Swap sector in sector 0 of Bank2 : 123 kbytes V/

27 #define SWAF STRRT 0x08100000

28 #define SWAF END 0x0811FFFF

29

30 /% Zetiwve slot #1 in Sector 1 to 7 of Bankl; 7 x 128 kbytes %/
31 #define SLOT_ACTIVE 1 STRRT 0x03020000

32 #define SLOT_RCTIVE 1 M7 END 0x0303FFFF

33 #define SLOT_ACTIVE 1 M4 START 0x08040000

34 #define SLOT_ACTIVE 1 _END 0x020FFFFF

35 #define SLOT_ACTIVE 1 HERDER SLOT_ACTIVE_1_START

38

37 /% Dwl slot #1 in sector 1 to 7 of Bank2 @ 7 % 128 kbytes %/
38 #define S5SLOT_DWL 1 STRRT 0x03120000

39 #define S5LOT_DWL 1 END 0x031FFFFF

Linker_Common\SW4STM32\mapping_fwimg.1d

34 /% Swap sector in sector 0 of Bank2 : 128 kbytes &/

35 _ ICFEDIT_SWAF start = 0x08100000;

36 _ ICFEDIT_SWAF end_ = 0x0811FFFF;

EH ]

38 /* Actiwve slot #1 in Sector 1 to 7 of Bankl:; 7 x 128 kbytes &/
35 _ ICFEDIT_SLOT_Actiwe_l start = 0x03020000;

40 _ ICFEDIT_SLOT Actiwve_ 1 CM7 end = Ox0803FFFF:

41 _ ICFEDIT_SLOT Actiwve_1 CM4 start_ = 0x08040000;

42 _ ICFEDIT_SLOT_Actiwve_l end = 0x080FFFFE;

43 _ ICFEDIT SLOT Rctiwve 1 header =  ICFEDIT SLOT Active 1 start  »
44

45 /% Dwl slot #1 in sector 1 to 7 of Bank2 : 7 * 128 kbytes ¥/
4¢ _ ICFEDIT SLOT Dwl_ 1_start = 0x08120000;

47 _ ICFEDIT SLOT Dwl 1 end = 0x081FFFFE;

5. SBSFU 5 H7 XU M &R

5.1. #EXZNAERN UserApp

X HPXUZ App FATTEL H7 1) CubeFW £ 71 ] Projects\NUCLEO-H745ZI-
Q\Examples\BSP A3&fit, 244R 0] Lk Projects\NUCLEO-H745Z1-Q\Templates\ H 3%
N TSR AT FEIXAMEF TR, CM7 INAZ IR 48 USART3 A
TFHOFTEL, CM4 NN ¥ EH] LED Red GPIO FF- AT, XFE 4 A A% N FH 4B
AT, BAVKE DR OTEIAIZL S LED BINKR. 15 SBSFU Seil ih A 7E RS 58
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JRJE T CM4 A%, 23 BL IR AR P 7 22 Ok CM7 INAZ VI SEFH 2R T CM4 N A% )

B4,

5.1.1. Flash it == 5] 53 AL 5 linker SCAFRCE

Flash Bt 22 6] 73 FCAE 4.2 F &3], XEAFKR. App #5lH
Linker_Common S 75 K Fa 2 ROM Al RAM (¥t . 31X LA %
Linker_Common HxJHE | TAEH XK ERgE AL E, FanE 15 fis.

& 15. Linker Common H35 App H XK ALE

> Linker_Commaon

v TestAppDualCore

Binary
> Ch4
» CM7
» Common
» EWARM
ExtTools

v MDIK-ARM

N7 Linker fefg K25 HIH) Linker ST, W TRER ZANINSRALLE 16 A1 17 HIEC &
] 16. IAR HECE Linker Common F:ZEBEECAMIEIRME

type filter text | | settings G = ]
> Resource
A
Builders
v C/C++ Build Configuration: |Dehug_CM? [ Active ] ~ | | Manage Configurations... |

Build Variables
Environment

; 5 Tool Settings & Build Steps Build Artifact Binary Parsers @ Error Parsers
i Editor z

# MCU Toolchain

» C/C++ General (2 MCU Settings S— -
Project Natures @ MCU Post build outputs -Klinker -L ../../../../Linker_Common/SW45ThM32
Project References ~ B8 MCU GCC Assembler
Run/Debug Settings (# General

(22 Debugging

(2 Preprocessor

22 Include paths

(2 Miscellaneous
~ B8 MCU GCC Compiler

# General

(22 Debugging

(2 Preprocessor

(# Include paths

# Optimization

i) i

g \'N";::e'ﬂ::eous Additional object files 80 323 &
~ 8 MCU GCC Linker

# General

o e
@ Miscellanecus

@ IAppIy and Closel | Cancel

E17. STM32CubeIDE 1 E Linker Common LFE&EB R ERAE
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1
2
3 *%% Scatter-Loading Description File generated by uVisiom **¥
4 7 LR R S U T S S i
5 #include "..\..\Linker Common\MDE-AZEM\mapping shsfu.h"

&

7

g

#include "..%..\Linker Common‘\MDE-AERM\mapping fwimg.h"
LR_TROML SLOT_ACTIVE 1 M4 START { ; load region size region
9 vector_start (SLOT_ACTIVE_1 M4 STRRT) FIXED VECTOR SIZE {
10 *.o (RESET, +First)
11}
12 ROM region +0 {
13 * {InRootssSections)
14 LANY  (+RO)
15 JANTY (+ED)
la
17 5B_BRAM region (0x10000000) {
13 LAWY [STACK)
14 -ANY (HERP)
20 LANY [4BW +ZI)
21 }
22 }
23
24 ; extra ROM region to make sure the binary size is a multiple
25 ; of the RES block size (16 bwtes) and H7 flash writing unit (32 bytes)
26 LR_ROMI1 (+0) ALIGN(32) {
27 ForAlignment +0 |
28 startup stm32h745xx.0 (ALIGNTORESBLOCK, +Last)
23}
30 }

WRAEH KEIL T B %, ARG E 7 2R . sct SCH . X BIRATAT BLw LM
A.sct SCHEE )y CM7 N4 5 CM4 INR% ) Linker S0, A4 Linker 51 SO 254k H SR B
5. sct SCAFHRITT . [RIFERIT, .sct X251 Linker Common H 3 F 13 = linker
. KEIL T CM4 A% .sct XN AW :

KEIL T.f£ CM7 IN#%I¥.sct SCAF N 2

i
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1 #! armcc -E -I.%
2 : RS R R
3 7 ¥** Scatter-Loading Description File generated by uVision ***
4 RS E R R R R R R
5 #include "..\..\Linker_ Common‘\MDE-ARM\mapping_ sbsfu.h"
& #include "..\..\Linker Common‘\MDE-AFM\mapping fwimg.h"
7
g
9 LE_IROM1 SLOT_ACTIVE 1 START + 0x400 { ; load region size_region
10 vector_start (SLOT_ACTIVE 1 START + 0x400 ) FIXED VECTOR_SIZE {
11 ¥.o0 (BESET, +First)
1z}
13 ROM_region +0 {
14 Y{InRootssSections)
15 LANY (+RO)
16 LANY (+EQ)
17 1
18 SBE_REM region (SE_BEGION_RAM END + 1) {
19 LANY (STARCE)
20 .ANY (HERFE)
21 LANY (+BW +2I)
22 ]
23 }
24
25 ; extra ROM region to make sure the binary size is a multiple of
26 ; the AES block size (1@ bytes) and H7 flash writing unit (32 bytes)
27 LR _ROMI(+0) ALIGN({32) {
28 ForAlignment +0 |
29 startup_stm32h745xx.0 (ALIGNICOARESBLOCK, +Last)
30 }
31 }

RELIAR [ linker S0, 1X B.sct MAF S AERJEMART AR, FHIRERN image
AT 16 TS AREPE, X EaH B —> ALIGNTOAESBLOCK e X, XA E X
TG INTE startup_stm32h745xx.s SCfFHs «

g19 :*******************************************************************************
620 ; Element for aligning the Firmware binary size on the AES klock size (1€ bytes)
g21 » and H7 flash writing unit (32 bvtes)

g§22 ;wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww
623 RRER ALIGNTORESBLOCE, DATL, READONLY, MERGE=1, STRINGS

624 DCB "01234567TE9ABCDEF0123456735ABCDE", 0

623

626 END

627 :TTTTTTTTTTTTTTTTTTTTTTTT {Cj COPYRIGHT STMicroelectronics Y% & *END OF FILEX*%&¥

W

IAR LFE CM4 W% N F H.icf U AR, Hadm = a4 2% SBSFU & k)&
M. X H 11 aes_block_padding #4 ZE Z &%) Crypto 7 i A AES s ffE i, i
AEFRAEA NS, FOEMBSE AR, AU A
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L o T e

Ll S R o T N T O o O B Lol el el e e e e e
Lo U o T e Y I T L LB S R oL e T < e B I e L SH SR B - VT L RS PV o R )

/Y$$##TCF#4#4¢ Section handled by ICF editor, don't touch! *d%sy

define memory mem with size = 4G

/*-Editor annotation file-%/

/% IciEditorFile="$TOOLKIT_DIRF\configh\ide\IcfEditorh\cortex_vl_0.xml™ */
f¥-Specials-%/

include "mapping sbsfu.icf™;
include "mapping fwimg.icf™:

define exported symbol _ ICFEDIT intvec start = _ ICFEDIT_SIOT Active_ 1 M4 start  ;

/¥-Memory Regions-%f

define symbol _ ICFEDIT_region ROM start_ = _ ICFEDIT_intvec_start_ ; /* The intvec size is 0x400 on H7 */
define symbol _ ICFEDIT region ROM end = _ ICFEDIT SIOT Active 1l end ;

define symbol _ ICFEDIT region REM start = 0x10000000;

define symbol _ ICFEDIT region REBM end = Ox1003FFFE;

f*-Sizes-*/

define symbol _ ICFEDIT_size cstack_ = 0xB800;

define symbol _ ICFEDIT size _heap = 0x400;

f¥%%% End of ICF editor section. ##3ICF###Y/

define region ROM region = mem: [from _ ICFEDIT region ROM start to _ ICFEDIT region ROM end ];

define region RRM region = mem: [from _ ICFEDIT region REM start = to _ ICFEDIT region RBM end ];

define root section aes_block padding with alignment=32

{
udatag "Force Alignment™;

pad_to 32;

}:

define block CSTACK with alignment = 3, size = _ ICFEDIT size_cstack
define block HERF with alignment = 2, size = _ ICFEDIT size_heap

initialize by copy [ readwrite };
do not initialize | section .noinit }»

place at address mem:_ ICFEDIT intwvec start_ [ readonly section .intvec };
place in ROM region { readonly, last section aes_block padding 1;

place in BEM region { readwrite,
block CSTRCE, block HELP };

CM7 A% ) icf 3TN R

LAT1090 - Rev 1.0
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1 /*$##ICF### Section handled by ICF editor, don't touch! ¥¥%%/
2
3 define memory mem with size = 4G;
4
5§ f¥-Editor annotation file-*/
& /% IcfEditorFile="3TOOLKIT_DIR:%config\ide\IcfEditor\cortex vl _0.xml"™ */
7 /*-Specials-*/
g
9 include "mapping sbsfu.icf™;
10 include "mapping fwimg.icf™;
11
12 define exported symbol _ ICFEDIT intvec_start = _ ICFEDIT SLOT Active_ 1 _start  + 1024;
13 /* Cortex-M7 : must be a multiple of 1024 */
14
15 /*-Memory Regions-*/
16 define symbol _ ICFEDIT region ROM start = _ ICFEDIT_intwvec start_ ; /* The intvec size is 0x400 on HT */
17 define symbol _ ICFEDIT region ROM end = _ ICFEDIT SLOT Active 1 M7 end r
18 define symbol _ ICFEDIT region RRAM start = _ ICFEDIT SE region BRM end + 1r
19
20 define symbol _ ICFEDIT region RRM end = 0x2001FFFE;
21 define symbol _ ICFEDIT region ITCMRAM start_ = Ox00000000;
22 define symbol _ ICFEDIT region ITCMRAM end = OxQOQOQOQFFEE;
23 /*-Sizes-%/
24 define symbol _ ICFEDIT size cstack = 0x400;
25 define symbol _ ICFEDIT size_heap_ = 0x200;
26 /*%*% End of ICF editor section. ###ICF###%/
27
28 define region ROM region = mem: [from _ ICFEDIT_region ROM start_ to _ ICFEDIT_region ROM end ]
29 define region RAM region = mem: [from _ ICFEDIT_region RAM start_  to _ ICFEDIT_region RAM end ]
30 define region ITCMREM region = mem:[from _ ICFEDIT_region ITCMRAM start  to _ ICFEDIT_region ITCMREM end ]
31
32 define root section aes_block padding with alignment=32
33

34 udatat "Force Alignment”;
35 pad _to 32;

36 1

37

38 define block CS5TACE with alignment = 8, size = _ ICFEDIT size cstack  { }:
38 define block HERP with alignment = 8, size = _ ICFEDIT size heap { }:
40

41 initialize by copy { readwrite };

42 do not initialize | section .noinit };

43

44 place at address mem:_ ICFEDIT_ intwvec_start | readonly section .intvec };

45

16 place in ROM region { readonly, last section aes_block padding }:
47 place in REM region { readwrite,
18 block CSTACK, block HERP };

M7 ¥ linker S H111) aes_block_padding A& A 211, A3 A~ 6] ] memory
i JEE X, CM7 WAZII N AL T M4 281, 1 M4 [ dR Hhik X 5% 2] 010000, 17 H 2
PIANZIE binary ¥ 2496 8—A4 image #7845, R A 752 CM4 A% 1) linker SC
PR SEF R BT LT o i CM7 A% ISR — A 5l 1) image 3E1T 25 44
&, WLXBIHEARNTE.

S 1) T 2L /& STM32CubelDE, Hi4 linker file 10 7 B{gAH N AE M, f#H
Linker Common St S 545 S04 A e SCHHT R aa b AR/, BARAESOX AR

AN, TARE WA T RS, HE Linker SCE R initvector $hHZE4 T,
system_stm32h7xx.c CAFH ) VTOR 75 EAIR S0, 4175 1% EATR .
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5.2. JUZNLAHHIZERMETE

TEA R, FATRAHM T 22 CM7 5 CM4 WX W N &I e e 2 me, i
A 17 2% B LRERAE R hex Hr i, @i THRE I ARt H S/, RE# T84
. SN gm gy L EBEAE B hex i VRN, X BEANVEKIR

SBSFU 27 Sl H ) postbuild A G4 75 28 H App [ elf HEATHT AL, X7 04
[ CM7 A1 CM4 /N elf B8 oL T A& A, Fir DUIX BLAS B 4248 FH A 1) postbuild
A AT App FIZE A INEFT AL, T T OA AT ES, XA AR WAL X 7 B 1)
binary s& M\ ISR T B 88w B3R5 10

i BN AETPNE A

o ZH1: App LFEH . MIAIZAT IS, Ko A il — L A ) ST AT 28 5 S
-, B App & 1.bin k65 T sfo ki SO DL
SBSFU 5 App & IFHIH T EHE55 N Flash IR &K hex XX, iXANS 5
H B2 A5 4 A H R AL

o ZH2F13: CM7 W% App 5 CM4 W% App 111 hex LA+

o Y 4: fwid, HH A1,

e 241 5: version, App A,

o ¥ 6: SBSFU il 3Cff. HT 584 IN% 5 KX App & FF—A A LA
BRSSO, 2243 sh AR ki Sk A\ SecureBoot 225 SEHLI
xxx_SBSFU T4 i:15 2,

o Z¥7: SBSFU S TREFTER H3. JIARMIZA H B 4 a4
R EEEE, A2 5] XA H 24 %474 T A prepareimage
JHIA B5.exe .

JEIAS 1) 3 BE R D PR 45

1. i/ srec_cat TH &I CM7 W% App 5 CM4 N App HIF /N BT hex, %
HoA— NG 911 binary SO GX B HhE offset 25 /& # HE AT SCE % Memory Hitik
fiRSRE R, 2% M7 1) )5 sl hikZE 0x08020400)

%SREC_CAT% %hex_CM7% -intel %hex_CM4% -intel -0 %userAppBinary%\tmp.hex -intel
%SREC_CAT% %userAppBinary%\tmp.hex -intel -offset -0x08020400 -0 %app_bin% -binary

RSP E, BATRAREE IR A K00 App [ 213X Fosapp bino

2. f§iH prepareimage . EX} App il SR TN 24T . (X BB Crypto
T LR PRI 2 544 ) ECDSA 244 +AES CBC %, Sk, Hikp$
BRG], m]LAZ=2% SECoreBin H 3 FX} N Crypto J7 ZHIBIARN . D
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DA IR App I SO N

set "command=%python%%prepareimage% enc -k %oemkey% -i %iv% %app_bin% %sfu%
> Y%projectdir%\output.txt 2>&1"

%command%

ARG IR App k] SCfF) SHA256 HASH

set "command=%python%%prepareimage% sha256 %app_bin% %sign%
>> Y%projectdir%\output.txt 2>&1"

% command%

DA IR App I SO RE A2 T AR R TR . sfb A

set "command=%python%%prepareimage% pack -m %magic% -k %ecckey% -r 28 -
v %version% -i %iv% -f %sfu% -t %sign% %sfb% -0 %offset%

>> Y%projectdir%\output.txt 2>&1"

%command%

DA IRIE I App HERISCMAE 44 0 AR K E 3k header, FTFK binary (&9

set "command=%python%%prepareimage% header -m %magic% -k %ecckey% -r 28 -
Vv %version% -i %iv% -f %sfu% -t %sign% -0 %offset% %headerbin%

>> %projectdir%\output.txt 2>&1"

%command%

AP B JG, BTS2 DUA T 22 T .sfb U %sfoon, TN G I
App 3t U bapp_binv, LA App FEMH Sk k6] S wheaderbinge TR 5
I 5 i App & SBSFU & 9 A—AN 5% image (14

3. M srec_cat T H¥ SBSFU, [Eff3k LA IEEH App A — N 4 i 3¢
fF, FFEESREN Flash JH2hig47T GX Btk offset 25 & Fi B AT SR 1
Memory Hulil#i 5ok 5 1), a2 ik ActiveSlot (2 iE ik A 0x08020000, X
R L, CM7 [ 3hthk7E 0x08020400, A ix BLIFAA NS 5 i 4 — 3t i
i)
%SREC_CAT% %sbsfubin% -Binary -offset 0x08000000 -fill OxFF 0x08000000

0x08020000 %headerbin% -Binary -offset 0x08020000 %app_bin% -Binary -offset
0x08020400 -0 % merged_hex%

IBAT AR Z Ja AR g € R — NS0 H R N Binary Hsg P AR AR JLAS SO

[ Appbin ——> IR MR App —HERIIGI SO0

L] Appste — > T @&Tgu.stb 0

[ Appsfuhbin  ———— e e 22 K g ] o S B S

] SBSFU_APP.Nex  ——> fy4r SBSFU, [ kS R P04 FE 1Y hex Sk

5.3. Wi Z4 /RN NA

5.3.1. Kk 45 s RIS 1%

# SBSFU_App.hex ifiif STM32CubeProgrammer %25 N\ Nucleo-H755Z1-Q 7 &
W, EHEHBESNE, WESE LMY S O TR EEFISUE 18 MITEEE, FNSE
B4 LED KR, B2 Rah Kby, I H H7 BRI I S R e 8 s ia 47 .
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& 18. BA B ENEAT HT XUZ N B 5 DT Ep

il
0 0 0 D
00
il & ¥ A A 0
il TH A () ¥
Y A Re a5 -
0D
BOO G é& ¥ AR 0 DO OAD
B0 CTh R i
0 )
BO0O
BO0O

5.3.2. WUF LA

AT AR 8 0 P 48 I E = A7, SEiT3t N Bootloader I £f N =, Wik 19,
& 19. N\ Bootloader B REAER

OPYR g oele 0

poar St iEck we buaiinE 18 Bl o

it TeraTerm & O T E Ymodem 3%, &i% App.sfb S0, $AT B 22350 2,
N2 2P 20 i) F#EGERE, FEGER)E, SBSFU 2 H D 8 H R H A, K0 iE
a2 T EMRAE ActiveSlot 1) A 25 58 Bl A 223850 72, B JE 5 AR IR
App.sfb H11#) App iiA #4217, T 21 P,

& 20. Bootloader T App. sfb

CC> COPYRIGHT 2817 STMicroelectronics

Tera Term: YMODEM Send gy nvare Update

Filename: App.sfh |

Protocol: YMODEM [1k]

Packeti: 134 ;SﬁﬂngDa Hardware reset!?
Bytes transferred: 134526 (i

Elapsed time: [ILN LR 4T 1 11y passed. Starting...

~oelectronics

[SBOOT]1 SECURE ENGIME INITIALIZATION SUCCESSFUL
[SBOOT]1 STATE: CHECK STATUS ON RESET
INFO: A Reboot haz been triggered by a Hardware reset?
[SBOOT]1 STATE: CHECK NEW FIRMWARE TO DOWNLOAD
[SBOOT]1 STATE: DOWNLOAD MEW USER FIRMUWARE
File» Transfer} YMODEM»> Send .[0

E21. SBSFU 58 Bk [ 5 3 1 A2 5 /R 3h 3 1 i
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{C> COPYRIGHT 2817 STMicr ;lectronics

Secure Boot and Secure Fi nuare Update

[EB0OT] SECURE ENGINE INITIALIZATION SUCCESSFUL
[EB0OOT]1 STATE: CHECK STATUS ON RESET
INFO: A Reboot has bheen triggered by a Hardware reset?
[EB0OOT] STATE:= CHECK HEW FIRMUARE TO DOUNLOAD
[EBOOT]1 STATE: DOWNLOAD MNEW USER FIRMWARE
File> Transfer> YMODEM> Send .
[EBOOT]1 STATE: REBOOT STATE HHCHINE
End of Execution

System Security Check successfully passed. Starting...

CC> COPYRIGHT 2817 STMicroelectronics

Secure Boot and Secure F1Pmuare Update

[SBOOT1 SECURE ENGINE INITIALIZATION SUCCESSFUL
[EBOOT] STATE:= CHECK STATUS ON RESET
INFO: A Reboot has heen triggered hy a Software reset?
[SBOOT] STATE: CHECK NEW FIRMUARE TO DOUWNLOAD
[EBOOT 1 STRTE' CHECR USER FU STATUS
New Fu to he installed from slot SLOT_DWL_1
[EBOOT]1 STATE: INSTALL NEW USER FIRMWARE

Image ptepalatlon done .

<G> COPYRIGHT 2817

[EB0OT 1 SECURE ENGINE IHITIHLIZHTIOH SUCCESSFUL
[EBOOT]1 STATE: CHECK STATUS ON RESE
INFO: A Reboot has heen trlggeled by a Software reset?
[EBOOT]1 STATE:= CHECK HEW FIRMUARE TO DOUNLOAD
[SBOOT1 STATE: CHECK USER FUl STATUS
A FW is detected in the slot SLOT_ACTIVE_1
[EBOOT]1 STATE:= UERIFY USER FU SIGHNATURE
[EBOOT]1 STATE: EXECUTE USER FIRMUWARE
LED2 OFF
Presz Key button to put it ON
IRelease CPU2 and wait for CPU2 wake up?

XEFEIE BN — A, R B 1) SBSFU R M Br 2 4lid &, SBSFU Ja sl
SRR TR 2 E, JFE3%E RDP, PCROP fil WRP Z3& I 7, I
P T EEYES N Flash, 752 6RNE X SEHL BRI, 750 A5 Flash Joykim il i
FiiA. A8 RDP fil PCROP i, FFZE{E RDP 25l 1 FPRAET, ¥ RDP & N
OxAA, [FIF PCROP [X [yttt i B 0 K T4 R bk ME,  PREF DMEPX )2 184K
3, ARG Apply, H1El 22 741,
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&22. {§ F STM32CubeProgrammer [5]f} [B[i8 RDP A1 PCROP
[I] sTM32CubeProgrammer - O X
BET:heIEr ammer © ﬁ L _k ‘,’

Option bytes @ Connected

aren -
Read protection option byte ST-LINK

The read protection is used to protect the software code stored in Flash memory.
RDP AA T AA: Level D, no protection
BB:or any ualue other than OxAA and OxCC: Level 1, read protection

Name Descrip

PROT_AREA_START1 .| Dx08000f00 Flash Bank 1 PCROP start address

Flash Bank 1 PCROP End address (excluded)
Deactivation of PCROP ¢an be done by enbaling DMEP1 bit and changing RDP

PROT_AREA_END1 .. | Ox080008ff
Unchecked : Flash Bank 1 PCROP zone is kept when RDP level regression (chanc

DMEP1 Checked  :Flash Bank 1 PCROP zone is erased when RDP level regression (cha

PROT_AREA_START2 Val.. | Oxff Addr.. | 0x0810ff00 Flash Bank 2 PCROP start address

Flash Bank 2 PCROP End address
Deactivation of PCROP can be done by enhallng DMEPZ bit and changmg RDP

Secure Protection
» DTCM RAM Protection
s Write Protection

Name Value Description

PROT_AREA_ENDZ  Val.. Ox0 Addr.. = 0x081000ff

Unchecked : Write protection active on this sector
nNWRPD Lo provect X )
Checked :Write protection not active on this sector

Unchecked : Write protection active on this sector v
Apply Read
Log Live Update  Verbosity level (@)1 2

T7:07:34 T UPLOADING ... ~
17:01:34: Size :4 Bytes
17:01:34: Address  :0xEQ0OEEQE

3
17:01:24 : Read orearess: v B
<

6. /Ng5

X-CUBE-SBSFU &% T- STM32 MCU %4 8 3 f % A F i S50, CHim%
STM32 41, AL T —sfg il SBSFU 2% sSHl 3] 54— STM32 ‘- &
u&ﬁuﬁ 5P H ORI TR I FE R 900, X-CUBE-SBSFU &% 518

TR SHRIGLLREEN TR, LR ARMEA T, B&IEE KM R G,
FHFEBEEIuﬁﬁéﬁ}iﬁmzwﬂﬁ@'—ﬁmﬁﬁ%&ﬁ%ﬁk, RNH RGP I % 4 Ja sh A2 4 5
Frohee; WD CAAE NS, EHmE B O A8 SR AT T S

AL LL STM32HT7 -6 A1, /4R T A% STM32HT (1) SBSFU 225 S HLFS 1 31 0%
STM32H7 JF kMR, F+5 M FREPERMRMERE, ¥ &BIXZ %48 s 77 RiEde, -1
& BRI FEFIXUZ B F S i S 30 E S . 7 BERT LS XA, 0T DL E AT AR B
FH S 75 SR I AN R (1) )5 30 7 8 S SR
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SR
ok,  WEERL: B0, EEN: Il
A AR R A KA H
UM2262 Getting started with the X-CUBE-SBSFU STM32Cube Rev9 June 2021
Expansion Package
AN5056 Integration guide for the X-CUBE-SBSFU STM32Cube | Rev7 July 2021

Expansion Package

SCRE BT 28 TR R AR A

STM32CubeProgrammer v2. 8. 0
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B RERAR LIT AR (ST (REBERXS ST /A0 / A SR TR EMACK, BASATIEA EATET AT RERICST ST 7 i
MIRGHTE R . ST 7 mAB S KB IT B I AR SC ST 8 20.

FKITEAT BB ST P S KEFANEA, ST A KIS R Y BT 7 s AR R AT ST -
ST AR HIR P AIEAT AR B 28 SR (K BV A
AR ST i i A FE T AR AL (S S RE, 538 ST %1% M= T BT ARIE SR 2L -

ST M1 ST #ihss2 ST Mibr. #F ST WAMEZER, 5% www.st.comttrademarks. FTH HALF= M SRS AR NI & B HFE &
7o

ASCHEAE ST HEAMME A EARME 5, BERS DS, RIS 75077 A LR s, #30h WA RIS
ST HMBURIA—0, 5 LSRR IR LS A ST B W R A I A A dE . S04 584 H EAGR T RINASCRE (RLIEAAIY, HERESE 5
B BRATTHAS A SH PR SR AN A SO A AT T B AU

AR EE BIURASORE P IR A PR L5
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